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ABSTRACT
Even the most casual observers of the latest cyber security threats
are aware of how susceptible internet-connected devices such as
cameras, home monitoring systems and cable boxes are to being
taken over by an attacker. This paper surveys the weak (and often
times non-existent) security measures deployed within devices in
one of the fast growing sectors of information technology – the
Internet of Things (IoT). It exemplifies these flaws using
independent research as well as the 2016 Mirai attacks. It then
proposes the institution of government regulations within the IoT
sphere in order to ensure that manufactures’ of IoT devices do not
continue to produce and sell devices that are inherently insecure.
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•

Smart manufacturing and business – improved
inventory management, customer and business metrics,
reduced cost in production, energy and equipment
maintenance

However, along with all of the promise and innovation that can be
realized through IoT integration, come significant security
concerns. It is estimated that 8.4 billion IoT devices will be in use
in 2017 [2]. Most of these devices will be connected online all of
the time and many are built with few or no security measures
implemented. This represents a serious threat to life and property
and must be addressed [3].
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1 INTRODUCTION
As technology has advanced, so has our ability to take any
electrically-powered object and connect it to the Internet. This
connection between physical objects with sensors, actuators, and
controllers and the Internet is referred to as the Internet of
Things (IoT). The IoT has the capability to be transformative
across all sectors, changing the ways in which we live and work.
The application of IoT has numerous benefits including:
•

•

Smart cities – financial savings realized through
improved operational efficiency and city management,
environmental
sustainability
and
infrastructure
resilience [1]
Smart homes – increased energy efficiency, home
automation and security

Figure 1: Graphical representation of the IoT.

The inherent insecurity of IoT devices was dramatically exposed
by the malware Mirai in late 2016. Mirai contained code that
resulted in hundreds of thousands of IoT devices becoming part of
a botnet that performed several high profile distributed denial of
service (DDoS) attacks.
While the result of the 2016 Mirai attacks was primarily
inconvenience, they illustrated the catastrophic risks created by
the proliferation of billions of insecure devices [3]. The source
code for Mirai has been publicly released and is used within this
paper, which also contains additional independent research to
expose how the deficiencies of IoT devices have created one of
the greatest threats to cyber security today.
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Figure 2: Creation of a botnet to perform DDoS attacks.
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EXPERIMENTAL AND COMPUTATIONAL DETAILS

2.1 Characteristics of a Flawed IoT device
2.1.1 Weak Authentication Mechanisms. Authentication is used
between an IoT device and an application or server to verify their
identities when they interact. IoT devices have two main flaws in
this area – the use of default passwords and the lack of a
mechanism to assure that when a device is connecting to a server
or to an application, it is one to which the device should be
connecting.
The first flaw concerns the use of default passwords on
devices. Authentication is typically performed on IoT devices
using a username and password combination. Usernames and
passwords are set by the manufactures of the devices at the
factory. After a customer purchases the device, there is often no
requirement to change the default for the entire life of the device.
Some devices do not even allow the default to be changed, as the
username and password are hard-coded into the firmware of the
device. The Mirai malware took advantage of the use of
unchanged default usernames and passwords. Fig. 3 displays the
default usernames and passwords used within Mirai for a variety
of IoT devices.
Researchers have demonstrated a second major flaw in the
authentication mechanism - a device not knowing with 100%
certainty to what it is connecting. In one experiment, a wireless
router was placed on a network that had the same SSID (network
name) as one an IoT device had previously connected [5]. Simply
because the router had the same service set identifier (SSID), it
automatically connected to the rogue access point with no
password required.
2.1.2 Unencrypted Data Transfer. Nineteen percent of IoT
devices do not encrypt the data exchanged between the device and
its application or server [6]. Therefore, based on the Gartner, Inc.
forecast of 8.4 billion IoT devices in use in 2017, roughly 1.6
billion of devices will be using unencrypted data transfers [2].
Unencrypted data transfer is a great risk to privacy as it allows
man-in-the-middle attacks that can intercept data such as login
credentials and personal information.

2

Figure 3: Default usernames and passwords used in Mirai
attack [4].

2.1.3 Insecure Protocol Use. Many IoT devices use Telnet and
Universal Plug and Play (UPnP) networking protocols. These
protocols that allow interaction between devices and an
application or server.
Introduced in 1969, Telnet was created to allow remote
administration of equipment. A 2014 study found that 70% of IoT
devices still used Telnet [7]. Insecurities of Telnet include
susceptibility to denial of service (DDoS) attacks and lack of brute
force protection. Mirai took advantage of this lack of brute force
protection to cycle through default usernames and passwords in
order to gain access to IoT devices.
Universal Plug and Play (UPnP) is another networking
protocol used in IoT devices.
Like Telnet, it allows
communication between devices and other applications or servers.
Enabled by default on many Internet-connected devices, during
installation a port is opened up on the user’s Internet router. This
open port can then be exploited by attackers looking to gain
access to the internal network [8].
2.1.4 Embedded Firmware. Firmware is software embedded
within hardware, including IoT devices. Like an operating system
or software installed on a computer or phone, firmware must be
regularly updated to protect the devices against known
vulnerabilities and likelihood of attack. However, many IoT
devices do not have the extra processing power needed to support
a specialized upgrade process, others simply do not have the
capability [9]. Accordingly, many IoT devices will run the same
version of software installed at the factory throughout their
lifespan.

2.2

Implement Regulations

Vulnerabilities within the IoT have been disclosed by researchers,
reporters, hackers and attackers. Nonetheless, many companies
continue to sell quick-to-market, cheap-to-manufacturer, noemphasis-on-security devices. While government agencies such
as the Department of Homeland Security (DHS) and the National
Institute of Standards and Technology (NIST) have released
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guidance concerning security for IoT devices, as of now, there are
no minimum technical standards that manufacturers are required
to meet before releasing their product to market [10]. Due to this
lack of self-policing and to help diminish the rapidly growing
security threat, I am recommending instituting government
regulation within the IoT sphere. The initial focus of this
regulation should include:
•

•
•
3

Ensuring manufactures take a security-by-design approach
throughout the development process, including the use of
secure protocols for connection, data encryption, providing a
method for patch management and no longer using default
passwords
Recalling devices that do not meet security thresholds
Providing incentives for companies to replace devices
already in homes or businesses
RESULTS AND DISCUSSION

Through our evaluation, we have identified inherent insecurities
within IoT devices. Table 1 identifies proposed technical
solutions to each risk.
Table 1: Improvements that can be made within the IoT
sphere as a result of regulation.
Current Insecure Method

Proposed Secure Method
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focus on the IoT ecosystem as a whole. Future research will focus
on the potential for vastly enhanced IoT device security through
use of a decentralized Blockchain approach (the technology use
for Bitcoin security) in place of the current traditional
server/client model.
4 CONCLUSIONS
The Internet of Things has the promise to transform our cities,
homes, manufacturing and business. However, we will never
realize these benefits if security is not implemented during the
development process.
Current security flaws in weak
authentication mechanisms, unencrypted data transfer, insecure
protocol use and embedded firmware that cannot be upgraded are
all issues that must be addressed, and addressed now. There is
little evidence that manufactures’ of IoT devices are willing to
expend the cost and time it would take to properly implement
security. For that reason, government regulations are needed
within the industry to guide the IoT into a more secure future.
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